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Rationale

This pCR is providing solution for key issue #3.
According to the subcluase 5.4.1.3.7 of TS 24.501, the UE determines that the network failed the authentication check if the authentication procedure failed at the UE twice due to following reasons. In this case the UE bar the current cell. The cell can be a fake cell as it does not pass the authentication check at the UE. This cell could be a legitimate cell as well because the authentication checks fails due to the temporary error (e.g. T3520 expires, network is congested can not perform the subsequent authentication procedure).
Keeping the above possibilities into account the UE should report cell information along with reasons for failure of authentication check to the network when the UE successfully registered to the network. The network determines based on cell information and authentication failure reason whether the cell is fake cell or legitimate cell and take action accordingly.
Related part from 24.501.

5.4.1.3.7
Abnormal cases

g)
Network failing the authentication check.

If the UE deems that the network has failed the authentication check, then it shall request RRC to locally release the RRC connection and treat the active cell as barred (see 3GPP TS 38.304 [28]). The UE shall start any retransmission timers (e.g. T3510, T3517 or T3521), if they were running and stopped when the UE received the first AUTHENTICATION REQUEST message containing an incorrect authentication challenge data causing authentication failure.

The UE shall deem that the network has failed the authentication check or assume that the authentication is not genuine and proceed as described in item g above if any of the following occurs:
-
the timer T3520 expires;

-
the UE detects any combination of the 5G authentication failures: 5GMM causes #20 "MAC failure", #21 "synch failure", #26 "non-5G authentication unacceptable" or #71 "ngKSI already in use", during three consecutive authentication challenges. The 5G authentication challenges shall be considered as consecutive only, if the 5G authentication challenges causing the second and third 5G authentication failure are received by the UE, while the timer T3520 started after the previous 5G authentication failure is running.

4
Detailed proposal

Following solution is proposed to solve issue mentioned above.

**** START OF CHANGES ****

6.Y
Solution #Y: <Reporting of cell information and reason for authentication failure at the cell to the network >

6.Y.1
Introduction

This solution handle key issues #3 and addresses the issue described above in section 3. The UE will report cell information of a cell together with the reason for authentication failure when the UE determines that the network fails the authentication check.
6.Y.2
Solution details

The following solution is proposed to report the cell information and reason for authentication failure at the UE and the network action.

1. A UE camps on a cell A and initiates registration procedure by sending a Registration Request message.

2. The UE receives Authentication Request message from the network and the authentication checks fails at the UE due to one of the following reasons. The UE sends Authenticaton Failure message with failure cause. The UE stores the cell information (Global cell id) and failiure cause (Failure Cause 1).The UE starts timer T3520.
3. The UE receives another authentication request message, the UE authentication checks fails again due to one of the. The UE stores cell information (Global Cell identity) and failure cause (Failire cause 2).In one case the timer T3520 expires and the UE didn’t receive Authentication Request message. The UE stores the failure cause as T3520 expire as failure cause 2.

4. The UE determines that the network fails the authentication check and bar the cell A.

5. The UE selects another cell B of the PLMN, the UE initiates registration procedure and registration procedure successfully performed.

6. The UE sends debug information consisting of a cell information GCI, failure cause 1, failure cause 2, Authentication parameter1 sent by the networkd during first authentication procedure and authentication parameter 2 sent by the UE during the second authentication procedure in a NAS message (e.g. UL NAS Transport, or in Registration Request message).

7. The network analyses the debug information and determines if the reported cell is fake or not.

8. The network indicates to the UE if the cell is fake cell or legitimate cell e.g. using UE configuration update procedure. In addition to this network also broadcasts in System information CGI is fake.

9. If the cell is legitimate cell then the UE consider the cell with CGI as suitable for the cell reselection.
6.Y.3
Evaluation

Editor's Note: the evaluation is FFS.

**** END OF CHANGES ****

It is proposed that the solution described in pCR is approved in TR 33.809











